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BocctaHOB/1IeHUe nocne
nepeycraHoBkun Windows

English - PykoBoactBo

Mporpamma 1 BbibpaHHasa DATA A0ONXKHbI COXPaHUTLCA BHE dopMaTMpyemMoro aucka. Jas kaxzaomn
MaLUMHbI cnosib3yetca eé cobctBeHHan DATA. MpwuBaTHble kntoum SSHD B 3ToM nanke

I/IAGHTVICI)I/ILI,VIpyI-OT cepBep; KNMEHTCKME KIHOYM AakOT MPpaBO BXOA4a Ha HEro.

Ao popmaTtnpoBaHusa C:

Ha kaxaon mawmnHe o6HOBUTL Nporpammy, BoibpaTtb eé DATA n oguH pa3 BbinosHuTb SETUP — SSHD,
noateepams UAC. ITOT war coxpaHseT gencteytowime napbl  ProgramData\ssh\ssh_host_* B
DATA\Tunnel\SSHD BmecTe ¢ MaHudpecToM. OH Takxxe NpoBepseT napsbl, orpaHnymsaeT ACL n
HacTpauBaeT Bxoadawme kntoum CLIENTS. Y6eantbcs, UTo Lwar 3aBepLunaca yCnewHo, 3aTeM COXPaHUTb

Bcto DATA.

Hannume oaHunx CLIENTS, Export Keys namn | known_hosts He 3ameHsieT 3TOT wwar: NpexHuin
NPWBAaTHbIV XOCT-KAHOY HeNb3A BOCCTAHOBUTbL M3 OoTnevartka uam nybanyHon yactn. HenonHele

SSHD. pending—* He cuMTarOTCA COXPAHEHHOW UAEHTUUYHOCTBIHO.

Nocne nepeycraHOBKMU

1. BepHyTb nporpammy 1 DATA, Bbibpate DATA FOLDER.

2. Boibpate SETUP — RESTORE — BoccrtaHoBUTb 3Ty MawumHy, noareepantbe UAC. MNpn
HeoHX0ANMMOCTU NepeHecTn 06HOBNEHHbIE NCeBAOHMMbI 3 DATA BbibpaTh BapuaHT
BoccraHoBuTb U 3ameHuTb SSH config. OH coxpaHseT oaHy NPEeXHIOK KOMNuto

~/.ssh/config.before-restore ; 06bIUHbIN BapnaHT cyLlecTByOWMI config coxpaHserT.

3. AoxaaTtbca Tabamubl SSH/SFTP. MNMepe3anycTuTb OKHO ANA NepeunTbiBaHNA Npoduns.

RESTORE yctaHaBauBaeT HegocTatowmia cloudflared npu Hannumm Takmx MapLLpyTOB, UMNOPTUPYET

KAHOUM, ncnpasaseT notepsaHHble NyTy 1 3anyckaeT SSHD. CoxpaHEHHbIe XOCT-K/I04M BO3BpaLLatoTCs

1/4


file:///E:/Release/_audion_docs/Audion%20Sync%20Tools/Docs/RESTORE_EN.md
file:///E:/Release/_audion_docs/Audion%20Sync%20Tools/Docs/USER_GUIDE_RU.md

A0 YCTAaHOBKM KOMMOHEHTa M NepBoro 3anycka ciy>6bl. ECM XXMBOW 1 COXPaHEHHbIN KAtOY
OT/INYAOTCA, LWar npekpalyaeTcs: obe Bepcun octatotca. bes coxpaHEHHOM MAEHTMUYHOCTU NepBas

yCTaHOBKa CO34a€T HOBYHO; CTapoe foBepue K npexHen Windows camo cobori paboTtaTb He HaUHET.

KoHconbHbI SSH 1 ProxyJump nonyyatot | UserKnownHostsFile c danaom
DATA/config/rclone/known_hosts 1 06bl4HBIMK Parnamu npoduna. Yyxune aBHble HaCTPOMKM
UserKnownHostsFile pgna koHkpetHoro Host coxpanatot npuoputet. SSH-KEYSCAN Takxe

obHoBAsET 3Ty NpPMBA3KY Nocse cBoen paboTbl. RESTORE He ckaHMpyeT 1 He NpUHMMAaEeT HEN3BECTHbIE

nanm naMeHmBLImMeca Karo4dmm aBToMaTnveckn.

BoccTaHaBiMBaeTca TONbKO ABHO BKAHOUEHHbIN ( Persistent=true , AutoStart=true ) SSH TUN
3TOM MawmHbl. ims 6epétca n3  Tunnel/beacon-startup.json (ABHbIM BbIOOP NpU BKAKOUEHUN
KaHana), a 4na NPeXHNX KOMNAeKTOB — 13 ngeHTnyHoctn SSHD, nosatomy nepenmeHoBaHme Windows
He BbIOMpaeT cayvanHbI KaHan 13 pe3epBHbIX KONUI coceaent. Bosspaluaerca apabik Startup u
3anycKaeTca CyLWeCTBYHOLWMNIM KaHan; kKatod Ha VPS MOBTOPHO He perncTpmpyeTcs. BoikitoueHHble u

Uy>Xne KaHaJibl OCTakoTCA BbIKNTHOYEHHbBIMW.

Mytu rclone k kntoyam v | known_hosts uncnpaeastoTcs no BoibpaHHoW DATA 1 HOBOMY Npoduto.
CocrtaB remotes 1 y4éTHble AaHHble 061aKkoB He nepeco3gatotcs. Ecam rclone.conf otcyTcTByeT, ero
Hago cobpatb kHonkon RCLONE.CONF; nycton npumep DATA He aBAsieTca pe3epBHOWN KONnewn

pabouel MalUVHbI.

MNpoBepka 4nTaeT meTagaHHble kKopHA SFTP uepes rclone v BbinosHseT | echo no SSH ana
HacTpoeHHbIX MalnH/VPS. OHa ncnoab3yeT CTPOryto NPOBEPKY XOCT-K/IKOYEn, orpaHnyeHa no
BPEeMEHW, He BbIBOAUT COAEPXXMMOeE KaTaNoros 1 He oTkpbiBaeT RDP/TepmuHansl. 3To npoBepka
COXpPaHEHHbIX SSH-MapLLpyTOB; AOCTYMNHOCTb BCEX a/bTepHaTUBHbIX MapLupyToB AUTO, Bcex AMCKOB ©

061aKkoB OHa He yTBepXaaeT. PoyTepbl C BXOAOM MO MAPOJIHO HE NMPOBEPAHOTCS.

MpeAnoCbINKN OCTarOTCA: MPeXHWe agpeca/y4éTHble 3anmcn B targets.json fo/KHbI BbITb akTyanbHb;
COOTBETCTBYHOLAA YUETHasA 3anncb Windows fonkHa CyLecTBOBaTb U UMETb Hy>XHble npaBa. SSHD
HacTpauBaeT Katoumn agMmuHucTpatopos. MapwpyTel WG poyTtepos, goctyn VPS un gparisep OpenVPN
RESTORE He co3gaét. Ana WORK cHauana ycTaHOBUTb ApariBep 1 NOAKAOUMTL BbibpaHHbIn OpenVPN,

eCIv AOCTYN MAET MO HeMmy.
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Hauuncro u3z DATA (MIRROR)

SETUP — RESTORE — «Hauucro us DATA (MIRROR)>» — OCHOBHOW BapunaHT Noc/ie nepeycraHoOBKW.

O6biuHbI RESTORE gonmBaet HegocTatowee; MIRROR genaet C: pOBHO TakvM, KakKMM €ro onucbiBaeT
DATA, kak robocopy /MIR:

e ~/.ssh cobupaetcsa 3aHOBO LennkoMm: katoum ns Export/SERVERS, config n3 DATA, gosepue k

known_hosts DATA. Ctapsble kntouu, config n | known_hosts npoduns yxoast.

e administrators_authorized_keys — poBHO kntoun CLIENTS; kntoun, npuHecéHHble SSH-

COPY-ID mumo CLIENTS, cHumatotcs. Mycton CLIENTS dain He Tporaer.
e Xoct-kntoum SSHD — m3 | Tunnel\SSHD , gaxxe ecv Ha MaLLVHE yXKe Apyrue.

e Yb6upatorca rclone.conf BHe DATA ( %APPDATA%\rclone ,  ~\.config\rclone ), Apabiku

REVERSE SSH TUN (Bk/tOUEHHbBIW KaHan BO3BpaLaetcs), 3agadva Audion Backup Sync .

e Hert rclone nau cloudflared B nporpamme — oHu ckaumBatroTcs.

YaaneHuna Mmonua Het: BCE ybpaHHoe noxuntca B DATA\ . _runtime\mirror-<epems> C npaBamu
ToNbKO BAagenbua, SYSTEM v agmuHucTpaTopoB; Tam Xxe | restore.log u | sshd.log . Ecam nmnopt

KNtOYel copBasca, MpexHuin | ~/.ssh Bo3BpalyaeTca Ha MecTo.

Yesnoseueckue waru XayT 6e3 TaliMayToB: OTKNOHEHHbIN UAC cnpalunBaeTcs CHOBA; ANS KaXKAO0ro
mapLupyTa yepe3 cloudflared nposepsetcs Bxoa B Cloudflare Access n oTkpbiBaeTcs bpay3ep, ecau
BXOZa HET; AN POYTEPOB C aApPeCcOM, KOTOPble OTBEYALOT OTCHOAA W Yelr Naponb He nexuTt B DATA,
CNpaLIMBaEeTCa Napo/b — COXPAHAETCA OH TOJIbKO MOC/E HACToALLEero BxoAa, nycror Enter nponyckaer.
OAnH 1 Napob Y BCEX POYTEPOB, CNpaLlMBaeTCA OAMH pa3 M 3anoMmnHaetcs B | targets. json
( "_routers": { "sharedPassword": true } ). Tonbko npu «Aa» NpoBepPEHHbI Napoab NpobyeTcs
Ha OCTaNlbHbIX POyTepax N COXPaHAETCA ANA POYTEPOB APYrMX MAOLLAAOK, 4O KOTOPbIX OTCHOAA He
AOCTaTh; NPU «HET» Uan 6e3 OTBeTa y KaXA0ro poytepa CBOW naposb. TokeHbl Access B
~/.cloudflared MIRROR He TporaeT: 370 BXx0Z, a He aaHHble. SSH-KEYSCAN MIRROR He 3anyckaeTt

— foBepue 6epétca Tonbko n3 DATA.
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CLi

.\Tunnel\RemoteDesktop\restore-machine.cmd —-Root "D:\Data\This machine" -NoPause
.\Tunnel\RemoteDesktop\restore-machine.cmd -Root "D:\Data\This machine" -Check -
NoPause

.\Tunnel\RemoteDesktop\restore-machine.cmd -Root "D:\Data\This machine" -
RestoreConfig —-NoPause

.\Tunnel\RemoteDesktop\restore-machine.cmd -Root "D:\Data\This machine" -Mirror
.\Tunnel\RemoteDesktop\restore-machine.cmd -Root "D:\Data\This machine" -Mirror -

Check -NoPause

—-Mirror —-Check mnokasbiBaeT, 4YTo YMAET ¢ C;, N HNYero He MeHseT. -Mirror —-NoPrompt HM O YéMm

He cnpawwwmaet: UAC 3anpalumBaeTcsa OAWH pas, BXOAbl TOJAbKO NepednciatoTcs.

—Check uwuTaeT KOMMAEKT, He MeHsAeT cnyxbbl/Npoduab 1 He obpallaeTcs K ceTn.  —SkipProbe
BbIMOJIHAET IoKa/lbHOe BOCCTaHOBeHMe 6e3 ceTeBour nposepkun. Kog 0 o3HavaeT ycnewHoe
BbIMOJIHEHWE BbIOPaHHOro pexunma; 1 — owmnbKy I0KanbHOro Wwara; 2 — J0KaAbHble Wwaru
3aBepLUEeHbl, HO NPOBeEpPKa CBA3W He NpoLUaa NOJHOCTbI. OTAeNbHO 3aMEHNTb MapLUPYThbI:

Runs\import-keys.cmd —-Root ... -RestoreConfig . —Force | MO-fnpexHemMy OTHOCUTCA K

oTanvarowmmca dannam knroyen, a He k SSH config.

NpoBepka peannsaunm

Tests/Test-CleanRestore.psl WCNONb3yeT HACTOAWMN cnHTETUYeCcknn ED25519 karou, nycTbie
npoduan/ProgramData/Startup Bo BpeMeHHOW nanke 1 3arnywkun cayxbbl/cetn. NMposepsiet
COXPaHHOCTb MAeHTUYHOCTU, ACL pe3epBHOM KOMUW, OTKa3 NPW NOBPEXAEHUN N KOHPAVKTE, UMMAOPT U
nepeHoc nyten, gosepue SSH/ProxyJump, Startup n CLI-nopsgok. Test-SshServerInstall.psl
OTAENbHO NPOBEPSAET NOPAAOK Nepes YyCTaHOBKOW/3amyCKOM CNy>X6bl U OLLIMOKM FOTOBHOCTU. ITO

M30JIMPOBaHHbIE MPOBEPKU, HE UCMNbITaHNE Ha q)l/l3l/ll-IeCKVI ﬂepeyCTaHOB.ﬂeHHOI‘/’I Windows.
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